YTBepx/ieHbl
npukazoM Ne71 ot 13.08.2024

Yrpo3sl
0e30MmacHOCTH MepPCOHATBHBIX JAHHBIX, aKTyaIbHEIE IIPH 00padoTKe IepCoHaIBHBIX JaHHBIX B
UHQOPMAIHOHHBIX CHCTEMaX NMePCOHATBHBIX JJAHHBIX B cepe pu3nIeCKoi KyJIbTYyphl H CIIOPTa

1. K yrposam 6e30macHOCTU I1€PCOHANIBHBIX JITaHHBIX, AKTyaJIbHBIM IIpU 00paboTke IepCOHANIbHBIX
OAaHHBIX B HWHGOPMAIMOHHBIX CHCTEMaX [ePCOHANbHBIX JIaHHBIX B cdepe OMOTHUTEIHLHOTO
obpazoBaHus JeTed B obnacTu (U3NYECKON KyJIbTYpel M crnopra (fanee - HMHQOPMalMOHHBbIE
CUCTeMBbl), OTHOCSTCS:

yrpo3pl 6e30I1aCHOCTA IepCOHAVIbHBIX [IaHHBIX, 3allldljaeMblXx 0e3 MCIOJIb30BaHUSI CpefiCTB
KpUITOrpadpuiecKon 3anuTel nHpopmaruu (gaiee - CK3H);

yIrpo3bl IleJieHallpaB/lIeHHbIX JIeWCTBUM C HCIOJb30BAaHMEM alllapaTHbIX U (WIM) MNPOTpaMMHBIX
CPeJICTB C IleJIbl0 HapylleHus: 6e30MacHOCTH 3amuiaeMbix ¢ rucrosib3oBaHrueM CK3U nepconasibHBIX
JOAHHBIX WU CO3[IaHUs YCJIOBUM /ISl 3TOTO.

2. Yrpo3bl 6e30MacHOCTA TIepPCOHANBHBIX JIaHHBIX, 3allyilaeMblx 0e3 wucronb3oBanus CK3U,
BKJTIOYAIOT:

1) yrposwbl, cBs3aHHBIE C OCOOEHHOCTIMHM GYHKIIMOHUPOBAHUS TEXHUYECKUX, MPOrPAMMHO-
TeXHUYeCKUX UM TPOTPAMMHBIX CpeJICTB, 00eCIeurBaIONIMX XpaHeHWe, 006pabOTKy ¥ Tepefady
nHPOpPMaIIUH;

2) yrpo3bl HECAHKI[MOHWUPOBAHHOI'O JIOCTyTa (BO3JEHCTBUS) K IEepCOHANbHBIM JJaHHBIM JIMIIAMU,
0071a/1al01MMHU  TIOJTHOMOYUSMK B MHGOPMAIMOHHBIX CUCTEMax, B TOM 4YHCJle B XOJe CO3/aHUs,
OKCIUTyaTalluM, TexXHUYeCKoro oOCHy>XvMBaHHs W (WIM) peMOHTa, MOJIepHU3AllUM, CHATHSA C
9KCIUTyaTallui MHPOPMAIIMOHHBIX CUCTEM;

3) yrpo3bl BO3/eMCTBUS BPeIOHOCHOTO KO/A, BPEIOHOCHON MPOTPaMMbl, BHEIITHUX MO OTHOIIEHHUIO K
MHGOPMAIIMOHHBIM CUCTEMaM;

4) yrposbl WCHOJB30BAaHUS METOJIOB BO3JIEHMCTBUSI HA JIMIl, OOJIAJAIONINX IIOJIHOMOYHUSMHU B
MHPOPMAIMOHHBIX CUCTEMaX;

5) yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTyMa (BO3MEMCTBHS) K OTYYXKIAeMbIM HOCHTENSIM
[ePCOHAIbHBIX JAHHBIX, BKJIFOYAs IepeHOCHble I1epCOHAJIbHble KOMIIBIOTEPHI I0JIb30BaTesei
MHPOPMAIIMOHHBIX CUCTEM;

6) yrpo3bl HECaHKI[MOHMPOBAHHOIO JOCTyNa (BO3JEHCTBUS) K IEepCOHAIbHBIM JTAaHHBIM JIMIIAMH, He
0071a/1al0NIMMU TIOJTHOMOYMSIMA B MHGOPMAIIMOHHBIX CUCTEMAx, C MCIOJIb30BAaHUEM YSI3BUMOCTEH B
OpraHU3al|H 3alUTHI TePCOHATBHBIX JJAHHBIX;

7) yrpo3bl HECAaHKIIMOHWPOBAHHOTO JIOCTYTa (BO3/EMCTBUS) K MEepPCOHATBHBIM JaHHBIM JIMIIAMU, He
0071a1al0lIMMU  TIOJTHOMOYUSIMU B MH(GOPMALIMOHHBIX CUCTEeMax, C UCIOJIb30BaHUEM YS3BUMOCTel B
CUCTEeMHOM U MPUKJIAHOM IIPOIPaMMHOM obeciieyeHNH UHPOPMAITMOHHBIX CUCTEM;

8) yrpo3bl HeCaHKI[MOHMPOBAHHOIO JIOCTyTa (BO3JEHCTBUS) K IepCOHAJIbHBIM JIAaHHBIM JIMIIAMH, He
0071a/1al01MMHU TIOJTHOMOUUSIMA B MH(OPMAIIMOHHBIX CUCTEeMax, C MCIOJIb30BaHUEM YS3BUMOCTeH B
obecriedeHUH 3alllMThl CETeBOIO B3aMMOJEMCTBUSI M KAHAJOB Ilepefiauyd HaHHBIX, B TOM 4YHCIIe C
HCITOJTb30BaHKEM TIPOTOKOJIOB MEXXCeTeBOT0 B3aUMOJIeHCTBUS;

9) yrpo3sl HECAaHKIMOHMPOBAHHOTO JOCTyTa (BO3JEHCTBUS) K MEpCOHANBHBIM JIAHHBIM JIUIIAMH, He
0071a/1al0NMMU TIOJTHOMOYMSIMA B MHGOPMAIIMOHHBIX CUCTEMAax, C MCIOJb30BAaHUEM YSI3BUMOCTEH B
obecriedeHNH 3alUThl BEIYUCIUTEBLHBIX CeTeil MHGOPMAIMOHHBIX CUCTEM;

10) yrpo3sl HECAaHKIIMOHUPOBAHHOTO AOCTYyTa (BO3IEHCTBHS) K NepCOHAIbHBIM JAHHBIM JIMIIAMH, He
0071a/1al01[MMU  TIOJTHOMOYMSIMU B MH(OPMAIMOHHBIX CUCTEMaX, C HCII0JIb30BAaHHWEM YSI3BUMOCTeH,
BBI3BAaHHBIX HecobofieHreM TpeboBaHMH 110 3KCIUTyaTallu CPeJICTB 3alUThl MHOPMAIIWH;



11) yrpo3sbl, cBsi3aHHBIE C BO3MOXKHOCTHIO UCIIO/Ib30BaHUS HOBBIX MHGOPMAITMOHHBIX TeXHOJIOTHM.

3. Yrpo3sl IiesieHanpaBieHHbIX HeMCTBUM C KCIIO/Ib30BaHWEM allapaTHBIX U (WIK) MPOrPaMMHBIX
CPeJICTB C IeJIbl0 HapyllleHus: 6e30MacHOCTH 3anuiaeMbix ¢ rucrosib3oBanrueM CK3U nepconasbHbIX
JAHHBIX WM CO3/IaHUs YCIIOBUM JIJIs1 3TOTO BKJIIOYAIOT:

1) co3manme croco6oOB, MOATOTOBKA U MPOBeJIeHHe aTak 0e3 MpUBIeYeHHs CIIeUaNiCTOB B 061acTH
paspabotku u anammza CK3U;

2) co3zpmanve criocob0B, MOATOTOBKA M MPOBefieHHe aTaK Ha pa3jMYHbIX 3TAlax >KU3HEHHOTO IHKIIA
CK3U;

3) TpoBeJileHWe aTaku HapylIdTeleM, HaxOJsCh BHe IMPOCTPAHCTBA, B KOTOPOM HCKJIIOYEHO
HEKOHTpOJIMpyeMoe IpeOblBaHMEe COTPYAHUKOB W IIOCeTHTeslled ollepaTopa H IIOCTOPOHHUX
TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTeprabHbIX CPEe/ICTB (f1ajiee - KOHTPOJIMpyeMasi 30Ha);

4) ripoBejieHWe Ha dTamax pa3paboTKu (MOIEPHM3AIlMH), IPOM3BOJICTBA, XpPaHEHHUs], TPAHCTIOPTUPOBKHU
CK3H wu srane BBoaa B akciuryaraiuio CK3U (myckoHanmaiouHble paboThl) CeIyIONUX aTak:

a) BHeCeHHe HeCaHKIIMOHMPOBaHHbIX u3MeHeHui!t B CK3M u (Wim) B KOMIIOHEHTHI allllapaTHLIX U
MIPOrPaMMHBIX CPeJICTB, COBMECTHO C KOTOpbIMHU ITaTHO yHKIHOHUPYIOT CK3U u B coBOoKymHOCTH
npefcTasisitoie cpeny dynkiuronrpoanus CK3U (manee - C®), koTopble CIOCOOHBI MOBIUSATH HA
BbITIOJTHEHUWe TiperbsBisieMbix k CK3U TpeboBaHuii, B TOM 4uCiie C MCHOIb30BAaHHUEM BPEIOHOCHBIX
[IpOrpaMM;

06) BHeceHuMe HECAHKIMOHUPOBAHHBIX W3MEHEHWH B TeXHHYeCKMe U  OpraHM3alMOHHO-
pacniopsiiutesnbHble TokyMeHThl Ha CK3U u komnonedTsr CD;

5) npoBezieHMe aTak Ha 3Tarle skciutyaTaruu CK3U nHa:

a) IepcoHaJbHbIe TaHHbIE;

6) KI04YeBY10, ayTeHTUPUITMPYIOIIYIO U MapoiibHyI0 nHpopManuio CK3H;

B) IporpaMmHble koMioHeHTh CK3U;

r) anmnapatHble KoMnoHeHTbl CK3U;

1) TporpaMMHble KOMIIOHeHTbl C®, Bkitouasi NporpaMMHoOe obecliedeHHe 0a30BBIX CUCTEM BBOAA
(BBIBOMA);

e) anmapaTHble KOMITOHeHThl CP;

’K) JaHHbIe, Tlepe/laBaeMble M0 KaHaJlaM CBSI3U;

3) UHbIe OOBEKTHl, KOTOPble YCTaHOBJIEHbl NPU (GOPMHUPOBAHUM COBOKYITHOCTU MPEeJIOJIOKeHHUH O
BO3MOXXHOCTSIX, KOTOPbIe MOTYT UCII0JIb30BAThCsI TIPX CO3[AHUU CIIOCOOO0B, TIOATOTOBKE U ITPOBEJIeHUH
aTak C y4eTOM I[IpUMeHseMblx B WHQOPMAIMOHHON cHcTeMe WH(POPMAIIMOHHBIX TeXHOJIOTHH,
arnmnapaTHbIX cpefcTB (fasnee - AC) u nporpamMmmHoro obecrniedenusi (asee - [10);

6) mosiydeHHe W3 HAXOJAINIMXCS B CBOOOJHOM JIOCTyIle MCTOYHWKOB (BKJIIOYAas WHGOPMAIMOHHO-
TeJIleKOMMYHHKAIIUOHHbIe CeTH, OCTYI K KOTOPBIM He OrpaHUYeH Ollpe/ieJieHHbIM KPYI'OM JIUI], B TOM
yuciae UHPOPMAIMOHHO-TeJIEKOMMYHHKAITMOHHYIO ceTb "WHTepHet") cremyromeit uHdopmaruu ob
MHPOPMALIMOHHOM CUCTeMe, B KoTopoi rcrosbdyercst CK3U:

a) obmue cBefieHUs 00 MHPOPMAIMOHHOM cucTeMe, B KoTopoi ucnoibidyercss CK3U (uasHauenwue,
COCTaB, ollepaTop, 0OBEKTHI, B KOTOPBIX pa3MellieHbl peCypChbl HHPOPMAIIMOHHOM CUCTEMBI);

6) cBemenuss 06 WHPOPMAIMOHHBIX TEXHOJIOTUSX, 0Oa3zax pmaHHbBIX, AC, [1O, wucnonb3lyemMbix B
vHbopManoHHoM cucteMe coBMecTHO ¢ CK3H, 3a uckmoduenreM CBefieHU, COIEpKaIuXCsl TOIbKO
B KOHCTPYKTOPCKOM [OKyMEeHTallUM Ha WHQOpMaIMOHHBIe TeXHoJIorWW, 0asbl maHHbX, AC, I10O,
WCII0/Ib3yeMble B UHGOPMaIlMOHHOM cucteMe coBMecTHO ¢ CK3U;

B) cojiep>kaHHe KOHCTPYKTOPCKoM mokymMeHTarud Ha CK3U;

I) cojJiep>kaHue HaxoJisieicss B CBOOOIHOM JIOCTyIle JOKYMeHTAaI[My Ha allapaTHble U IPOrpaMMHbIe
kommoHeHTsl CK3U u CO;

1) ob1IMe CBefieHusl O 3alluiiiaeMoi HHGOPMaIlMH, UCIIOIb3yeMol B nporiecce akcmtyaranud CK3U;
€) CBelleHUsI O KaHa/laX CBSI3H, IO KOTOPBIM TepenatoTcs 3amuiiaeMble CK3W nepconanbHble TaHHBIE
(masee - kaHaJ CBSI3U);

X) JlaHHBIe, TiepellaBaeMble B OTKDHITOM BHJE 10 KaHaJlaM CBSI3H, He 3alUIIeHHbIM OT



HECAHKIIMOHUPOBAHHOTO JIOCTYIIa K UHPOPMAITUHM OpraHU3allMOHHBIMU U TeXHUYECKUMU MepaMy;

3) cBefleHUst 0 HapyteHusx npaBwi akciutyatanvu CK3W 1 C® B kaHanmax CBsI3U, He 3alTUIIEHHBIX OT
HeCaHKIIMOHUPOBAHHOTO JIOCTyIA K UHPOPMAIIMU OPraHM3alMOHHBIMU U TEXHUYeCKUMU MepaMu;

1) CBeJIeHHUSI 0 HEMCIPABHOCTSX M cO0sX anmapaTHbix komnoHeHToB CK3U u C®P, nposeisomuxcs B
KaHajlaX CBSI3W, He 3allUIIeHHbIX OT HEeCAaHKIMOHUPOBAHHOIO [IOCTylla K HWH(pOpMaIu
OpraHU3alIMOHHBIMU U TEXHUYECKUMU MepaMHu;

K) CBeJleHMs, IOJydyaeMble B pe3ysibTaTe aHA/lM3a CUIHAJIOB OT ammapaTHbIXx KomroHeHToB CK3U u
Co;

7) IpYMeHeHue:

a) HaXOJISIIUXCS B CBOOOTHOM JIOCTYIIe WM MCIIOJIb3yeMbIX 3a IpefeslaMyd KOHTposiupyeMol 30Hbl AC
u 10, Bkirovast anmapaTHbie 1 mporpaMmmHubie KomoHeHTsl CK3U u CD;

6) crieniranbHO pazpaboranubix AC u [10;

8) mcrosib30BaHMe Ha 3Talle 3KCIUTyaTallid B KauecTBe Cpejibl IiepeHoca OT CcyObhekTa K 00bekTy (oT
00BbeKTa K CyObeKTy) aTaku 1eHCTBUM, OCYIeCTBIIsIeMbIX [IPU IOJTOTOBKe U (M/IK) IIPOBeJJleHUH aTaKU:
a) KaHaJOB CBSI3M, He 3allUIIeHHBIX OT HEeCAaHKIMOHWPOBAHHOIO JIOCTyHa K WHpOpMaluu
OpPraHU3aIMOHHBIMU U TEXHUYECKUMU MepaMu;

6) KaHaJI0B pacIpoOCTpaHeHUs! CUTHAJIOB, CONIPOBOXAAINX ¢pyHkIMoHrpoanre CK3U u CP;

9) npoBeneHre Ha 3Tale 3KCIUTyaTallUM aTaku M3 UHPOPMAIMOHHO-TeJIeKOMMYHUKAIIMOHHBIX CeTel,
IOCTyH K KOTOPBIM He OTpaHUYeH OIpefieJIeHHbIM KPYI'OM JIMII, eClii UHPOPMAIMOHHbIE CUCTEMBI, B
KOTOpbIX ucnosb3ytoTcss CK3U, umeroT BBIXO[] B 3TU CETH;

10) ncrnosib30BaHKe HA 3Talle 3KCIUTyaTalliy HAXOJISIIUXCS 3a MpefieJlaMu KOHTposrpyeMoi 30HbI AC
u I1O u3 cocraBa cpeicTB MHGOPMAIIMOHHOW CHCTeMbl, NPUMEHSIeMBbIX HAa MecCTaX 3KCIUTyaTalluu
CK3H (manee - mrraTHbIe CpeJCTBA);

11) mpoBeieHre aTaky Y HAXOX/IEHUH B IpeJielax KOHTPOJIMPYeMOM 30HbI;

12) na stane skcruryatauru CK3M Bo3MoXkHOe YHUUTOXXeHHe U HeCAaHKIIMOHUPOBAHHBIN IOCTYI K:

a) nokymenTtarnuu Ha CK3U u komnonents CP;

6) momernieHHsM, B KOTOPBIX HAXOJWUTCS COBOKYIHOCTb IPOTPAMMHBIX UM TEeXHUYECKUX 3JIeMeHTOB
cucteM 00pabOTKHM AAHHBIX, CIIOCOOHBIX PYHKIMOHUPOBATh CAMOCTOSITEJIbHO WIHA B COCTaBe JIPYIHX
cucreM (manee - CBT), Ha koropbix peanuzoBanbl CK3U u CP;

13) mosydeHre B paMKax IIpe/IOCTaBJIEHHBIX IIOJTHOMOYHM, a TakXe B pe3ysbTaTe HaOIIO[eHUMN
clefyromeld HHGOpMaluu:

a) cBefleHMH 0 u3MuecKuXx Mepax 3alUThl OOBEKTOB, B KOTOPBIX pa3MellleHbl pecypchl
MHPOPMAIIMOHHOM CHUCTEMBI;

6) cBeneHMiT 0 Mepax M0 0bOecreyeHUI0 KOHTPOJIMPYeMOM 30Hbl OOBEKTOB, B KOTOPBIX pa3MelleHbl
pecypcbl ”HGOPMaIMOHHON CUCTEMBI;

B) CBeIeHMI O Mepax [0 pa3rpaHWYeHHIO JIOCTyIa B IoMmeleHusi, B koTopbix HaxoxasTcs CBT, Ha
koTopbix peanu3oBadbl CK3U u CD;

14) ucnionb3oBaHUe MITATHBIX CPE/ICTB, OTPAaHUYEHHOEe MepaMH, peali30BaHHbIMU B MH)OPMAIIMOHHOM
cucrteme, B KoTopoi ucronbdyercss CK3W, v HampaBieHHbIMM Ha Ipe[oTBpallleHHe U IpecevyeHue
HEeCaHKIIMOHUPOBAHHBIX [EeUCTBUM;

15) ¢usnyeckuii nocryn k CBT, Ha koTopeix peanusosanbl CK3U u CP;

16) nHanuuue y Hapymwuresisa anmnapaTHeix KommoHeHTOoB CK3UWM u C®, peanuzoBaHHBIX B
MH(POPMaIIMOHHOW CUCTeMe, B KOTopo# uctonb3yercs CK3U.
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